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What is driving the need for a Threat and Vulnerability 
Assessment and what are the objectives?

� Legislation/Executive Directives
� Insurance Industry
� Financial Accountability Standards
� Nature of Threats 
� Threat vs. Vulnerability
� Examples of Critical Infrastructure Assessments
� Summary

OVERVIEW
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LEGISLATIVE/EXECUTIVE

� National Security Presidential Directive 1 
(G.W. Bush) and Presidential Decision 
Directive 63 (Clinton) – Federal government 
to identify and protect infrastructure

� DOD
� TM 5-853-1/AFMAN 32-1071 Vol 1 

Security Engineering
� DOD CIP Plan
� Antiterrorism Construction Standards 

2002
� Draft Army COE Protecting Buildings 

and Their Occupants From Airborne 
Hazards

� DOC/CIAO
� Vulnerability Assessment Framework 

1.1 Oct 1998
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LEGISLATIVE/EXECUTIVE/AGENCY

� FEMA
� DMA 2000
� 386-2 Understanding Your Risks
� 386-7 Integrating Human-

Caused Hazards Into Mitigation 
Planning

� FPC 66 Test, Training and 
Exercise Program and COOP 

� FPC 67 Acquisition of Alternate 
Facilities for COOP

� HAZUS
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LEGISLATIVE/EXECUTIVE/AGENCY

� CDC/NIOSH 
� Protecting Building 

Environments from Airborne 
Chemical, Biological, or 
Radiological Attacks

� Draft Filtration & Air-cleaning 
Systems to Protect Building 
Environments

� Naval Criminal Investigative Service 
Crisis and Consequence Exercise 
Handbook
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LEGISLATIVE/EXECUTIVE

� The Partnership for Critical 
Infrastructure (PCIS)
� http://www.pcis.org/

� The Infrastructure Security Partnership 
(TISP)
� http://www.tisp.org/
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INSURANCE INDUSTRY

� Insurance Industry and Federal Government promulgating 
definitions and coverage for terrorism insurance

� Define and quantitize risk
� Risk is higher when located near federal properties, 

ports, tunnels, bridges, etc
� Liability exposure/responsible party
� Government and private company bond and debt ratings 

directly affected
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GASB Statement No. 34, Basic Financial Statements-and 
Management’s Discussion and Analysis-for State and Local 
Governments (and related pronouncements), is effective beginning 
after June 15, 2001. 

Under the new standard, anyone with an interest in public finance-
citizens, the media, bond raters, creditors, legislators, and others-
will have more and easier-to-understand information about their 
governments. 

� Include for the first time information about the government's 
public infrastructure assets—such as bridges, roads, and 
storm sewers 

FINANCIAL ACCOUNTABILITY
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NATURE OF THE THREAT

� Government, business, and the general public have 
experienced first hand the disruption in mission, service, 
and business continuity due to large scale events/threats 
(hurricanes, terrorism, etc.)

� A threat can be a natural disaster, act of war, act of 
terrorism, or accident that impacts mission capability or 
business continuity

� Recovery and reconstitution can be in hazardous 
conditions for extended periods of time
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THREAT VS VULNERABILITY

� A threat assessment is usually conducted by intelligence and 
law enforcement
� General Threat Scenarios/Spectrum
� Specific Threat 

� A vulnerability assessment is typically conducted by A&E, 
Physical Security, specialty expertise firms/agencies (DTRA, 
Army COE, Sandia, etc.)

� Objective is to evaluate systems and interdependencies in 
some quantifiable form:
� Risk
� Criticality
� Recoverability
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THREAT EVALUATION

Accidents
Criminal Activity

Cyber Attack
Terrorism
Civil Unrest

Natural Disaster

Technological Failure

Conventional Warfare

WMD

Models
Observation

Population Dynamics
Red Teams

Interviews

Structural Protection
Physical Security
Communications

Emergency 
Preparedness

Fire Protection

Utilities
Information Assurance

Damage Control/Recovery

Key Positions

EM/Lightning ProtectionLessons Learned

Open SourcesEspionage

SPV Analysis

THREATS TOOLS SYSTEM ELEMENTS

ASSET VULNERABILITIES
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INFRASTRUCTURE ASSESSMENT

� Objectives
─ Ensure The Continuity Of The Mission/Operation
─ Protect People, Infrastructure and Resources

� Understand Which Locations, Nodes, Networks, And Elements 
Are Critical To The Mission
� Identify Single Point Vulnerabilities (SPV)
� Not Everything Is Critical

� Look At The Critical Elements For Vulnerabilities And 
Recommend Solutions

� The Three-Phase Process:
� Phase I: Establish the Minimum Critical Infrastructure (MCI)
� Phase II: Data Collection to Identify MCI Vulnerabilities
� Phase III: Analyze and Prioritize Vulnerabilities
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PHYSICAL ATTACK

� Chemical
� Nerve (Sarin, VX, GX)
� Blood
� Choking
� Blister

� Biological
� Anthrax
� Smallpox
� Dengue Fever
� Equine Encephalitis
� Ebola

� Radiological
� Dirty Bomb
� Man portable low yield
� Tactical (artillery, aircraft)
� Strategic

� Explosives
� Gun/Ballistic
� Sabotage
� Vandalism
� IT systems



14
Oct 2002

A FRAMEWORK FOR ASSESSMENT

Determine
Vulnerabilities &

Recommendations

Develop an
Integrated

Preparedness
Program

Develop an
Integrated
Mitigation
Program

Understand
Organization

Understand
the Laws &
Regulations

Inventory
of Critical
Activities

Assess
Mitigation  
Strategies

Assess
Preparedness

Activities

Assess
Response

Capabilities  
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FACILITY SYSTEM INTERACTIONS

CRITICAL
COMPONENTS

� Support Function
� Operation Function
� Personnel

Damage
Mechanisms:

WEAPONS
& ATTACKS

PROTECTION
FUNCTION
� EMP
� Structure
� Security
� NBC

Facility
Systems:

Delivery

Penetration
PROTECTION
FUNCTION
� Damage

Control &
Recovery
(Int & Ext)

System
Defeat

DAMAGE EFFECTS
� Mission Defeat
� Downtime
� % Degradation

Functional
Defeat:

Critical
Function
Failure
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COMMON SYSTEM VULNERABILITIES

No Redundancy
Redundant Systems Feed
Into Single Critical Node

Support
System

Mission

Primary
System

Backup
System

Distribution
Junction

Mission

Critical Components of
Redundant Systems Collocated

Inadequate Capacity or Endurance
in Post-Attack Environment

Primary
System

Backup
System

Mission

Support Mission

QUANTITY          ENDURANCE
STORED          REQUIREMENT<

OUTPUT < DEMAND

Stored
Consumables
(Fuel, Water,
Air, etc.)
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UTILITY SUPPORT SYSTEMS

PRIME MISSION SYSTEMS
AND PERSONNEL

� Microwave Links
� Antennas
� SATCOM Dishes
� Land Lines
� Cable Pull Vaults
� Manholes/Repeaters

POWER SYSTEMS
� Diesel Generators
� Switchgear/UPS
� Internal Fuel
� Breaker Panels
� Motor Controllers

� Intakes/Exhausts
� Buried Fuel Tanks
� Power Lines
� Substations
� Pull Vault

ENVIRONMENTAL SYSTEMS
� Chilled Water/Refrigeration
� Air Handlers
� Water Piping/Pumps/Tanks
� Boilers/Electric Heaters
� Compressed Air & Vacuum

� Cooling Towers
� Intakes/Exhausts
� A/C Units
� Municipal Water
� Deep Wells

LIFE SUPPORT SYSTEMS
� Fans
� Air Filtration
� Breathing Air Supplies
� Food & Water
� Sewage Disposal

� Intakes/Exhausts
� Municipal Water/Wells
� Sewage Treatment
� Emergency Escapes
� Transportation

External

Internal
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EXPLOSIVES ENVIRONMENTS

Weapon Yield, lbs of TNT equivalent
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Wall fragment injuries or
injuries to personnel in open

Glass - Minor Cuts
Glass - Severe Wounds
Glass w/FRF - Severe Wounds
Threshold Injuries - Open or Bldg.
Potentially Lethal Injuries
Threshold, Conc. Columns 
Survive

Key concerns are glass shards and structural collapse
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VULNERABILITY MATRIX
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ASSESSMENT TOOLS
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION

� Security with no Alternate Site, Off Main Lobby
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GIS FACILITY INFORMATION

� Interior Loading Dock, Warehouse, Mailroom
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GIS FACILITY INFORMATION

� CCTV Blind Spots, Vehicle Control
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION
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GIS FACILITY INFORMATION



32
Oct 2002

GIS FACILITY INFORMATION
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CAFM FACILITY INFORMATION
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CAFM FACILITY INFORMATION
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VFA FACILITY INFORMATION
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VFA FACILITY INFORMATION
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EMERGENCY MANAGEMENT

Preparedness--activities
that prepare for an effective
response to an emergency

Incident

Response--Immediate
activities that occur during
and immediately following
a disaster.

Mitigation--activities
that eliminate or reduce the
effects of a disaster

Recovery--longer-term
activities to return all systems 
to normal, or near normal
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Response: activities that occur during and
immediately following a disaster to prevent

further loss of life or property

Typical Response Activities
Organizational

Response
Local

Response

Emergency Alert
Evacuation
Accountability
Notification
Damage Control
Hand-off Procedures
Continuity of Opns.
Family Support
Survivor Support

Emergency Dispatch
Incident Command
Fire Fighting
Search & Rescue
On-Scene Security
Emergency Medical
Ambulance Support
Hospital Support
Mortuary Support

Emergency Comms.
Bomb Disposal Spt.
HAZMAT response
Decontamination Spt.
Emergency Utilities 
Engineering Spt.
Law Enforcement Spt.
Public Affairs

EMERGENCY MANAGEMENT
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Mitigation: activities that eliminate or 
reduce the adverse effects of a disaster

Typical Mitigation Tools
Tool Examples

Limit Access Vehicle Entry Control/Barriers
Structural Measures Façade hardening, window film
Public Information Flood plain maps, awareness & education
Replace Property Flood Insurance

Risk
Avoidance Risk

Reduction

EMERGENCY MANAGEMENT
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SUMMARY

� Conduct a Vulnerability Assessment
� Evaluate Risk, Mission Continuity, Recoverability
� Develop/update Emergency Response and Disaster 

Management Plans
� Conduct Table Top and Full Scale Exercises


