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OVERVIEW urD..)

Use of Geographic Information Systems, Facility Condition
Assessment, Risk Analysis applications and standard models to
support Threat, Vulnerability, and Facility Condition Assessments

* Nature of the Threat

» Legislative/Executive Drivers

« Systems and Infrastructure Assessment Objectives

« Geographic Information Systems, CBR and Blast Models

» Facility Condition and Vulnerability Assessment Applications
* Risk Analysis



NATURE OF THE THREAT

« Government, business, and the general public have
experienced first hand the disruption in mission, service,
and business continuity due to large scale events/threats
(hurricanes, terrorism, etc.)

A threat can be a natural disaster, act of war, act of
terrorism, or accident that impacts mission capability or
business continuity

 Recovery and reconstitution can be in hazardous
conditions for extended periods of time




From Patterns of Global Terrorism — 2001 Released by the Office of the Coordinator for
Counterterrorism May 21, 2002



NATURE OF THE THREAT
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PUBLICATONS/GUIDANCE

« National Security Presidential Directive 1 (G.W.
Bush) and Presidential Decision Directive 63
(Clinton) — Federal government to identify and
protect infrastructure

- DOD "

— TM 5-853-1/AFMAN 32-1071 Vol 1 Security =
Engineering | TS =

— DOD CIP Plan o
— DOD Minimum Antiterrorism Standards 2002

— Draft Army COE Protecting Buildings and
Their Occupants From Airborne Hazards

« DOC/CIAO

— Vulnerability Assessment Framework 1.1 Oct
1998




PUBLICATONS/GUIDANCE

DA W
. EEMA mx
— DMA 2000 "
— 386-2 Understanding Your Risks @

— 386-7 Integrating Human-
Caused Hazards Into Mitigation
Planning Undestandog o i

— FPC 66 Test, Training and
Exercise Program and COOP = y
— FPC 67 Acquisition of Alternate o 5y

Facilities for COOP
— HAZUS




PUBLICATONS/GUIDANCE

« CDC/NIOSH

— Protecting Building
Environments from Airborne
Chemical, Biological, or
Radiological Attacks s

— Draft Filtration & Air-cleaning
Systems to Protect Building
Environments

« Naval Criminal Investigative Service
Crisis and Consequence Exercise
Handbook

- FEMA Building Security Engineering
Manual (due in summer 2003)




PUBLICATONS/GUIDANCE UIDx.)

The Partnership for Critical Infrastructure /e
(PCIS) s
— http://lwww.pcis.org/

The Infrastructure Security Partnership (TISP) i

— http://www.tisp.org/
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THE INFEASTRUCTURE
SECURITY PARTMNERSHIP




THREAT VS VULNERABILITY

A threat assessment is usually conducted by intelligence and
law enforcement

— General Threat Scenarios/Spectrum
— Specific Threat

« A vulnerability assessment is typically conducted by A&E,

Physical Security, specialty expertise firms/agencies (UTD,
Gage Babcock, DTRA, Army COE, Sandia, etc.)

* Objective is to evaluate systems and interdependencies in
some quantifiable form:

— Risk
— Criticality
— Recoverability



THREAT EVALUATION UID.)

THREATS TOOLS SYSTEM ELEMENTS

Accidents Models Structural Protection
Observation

Criminal Activity Physical Security

Interviews

Espionage Open Sources CommEunications

mergency
Cyber Attack Preparedness
Terrorism Fire Protection
Civil Unrest

Utilities
Information Assurance

Natural Disaster

Technological Failure ~ Population Dynamics  p, 006 Control/Recovery

Conventional Warfare Red Teams Key Positions
SPV Analysis y
WMD Lessons Learned EM/Lightning Protection

ASSET VULNERABILITIES




INFRASTRUCTURE ASSESSMENT

* Objectives
— Ensure The Continuity Of The Mission/Operation
— Protect People, Infrastructure and Resources

e Understand Which Locations, Nodes, Networks, And Elements
Are Critical To The Mission

— ldentify Single Point Vulnerabilities (SPV)
— Not Everything Is Critical

e Look At The Critical Elements For Vulnerabilities And
Recommend Solutions




N
FACILITY SYSTEM INTERACTIONS LS

Damage

Mechanisms:

Facility Delivery
Systems:
|||||||||||||::i:::::21

Functional
Defeat:

System
Defeat

Support Function

Critical
Function
Failure




COMMON SYSTEM VULNERABILITIES

Redundant Systems Feed
No Redundancy Into Single Critical Node

Primary
m
Support Mission Syste
System

Distribution
Junction

Critical Components of Inadequate Capacity or Endurance
Redundant Systems Collocated In Post-Attack Environment
System

OUTPUT < DEMAND
Backup
Consumables W QUANTITY ~ ENDURANCE
(Fuel, Water, STORED REQUIREMENT

Air, etc.)



EXPLOSIVES ENVIRONMENTS

1,000 Wall fragment injuries or

injuries to personnel in open

Glass - Minor Cuts

Glass - Severe Wounds

— Glass w/FRF - Severe Wounds
=== = Threshold Injuries - Open or Bldg.
-« = = Potentially Lethal Injuries

— Threshold, Conc. Columns
10 Survive

10 100 1,000 10,000 100,000
Weapon Yield, Ibs of TNT equivalent

Key concerns are glass shards and structural collapse

100

Minimum Standoff, feet




BLAST EFFECTS

1. Windows broken
Exterior wall columns blown in

2. Blast wave forces floors upward

= [ ->
> LT >

<“ 3. Blast wave surrounds structure
Downward pressure on roof
Inward pressure on all sides

<




FRAMEWORK FOR ASSESSMENT

Outputs from
Phase 2

Phase 3

=~

List of MCI
Vulnerabilities

Threats
Mapped

Reassess
Strategic
MCI and

Tactical MCI

List of MCI
External
Dependencies

List of
Vulnerabilities by
Function

N

=  ~

Outputs from
Phase 1

Quantify
Vulnerabilities

Prioritized

List of
Agency

Vulnerabilitie

== =

Potential
Threats from
Threat
Assessment

Analysis of
Vulnerabilities in
Light of Potential

Threats

~_  ~

Relate the
Impact of
Vulnerabilities
to the
Veterans
Affairs MCI

Estimates to
Support
Funding,
Timelines,
Construction
and Capital
Improvement
Projects for the
Remediation
Planning
Process



CRITICAL FUNCTIONS
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CRITICAL FUNCTIONS
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INFRASTRUCTURE SPVS

Air Intakes

Drive Through

Telecom Service

Deiartment of Veterans Affairs



FACILITY INFORMATION

Combined GIS and COTS Incorporates:
* Regional transportation (road, rail, water, air)
* Regional Police, Fire, Hospital
« Site and building floor plans (CCTV, lighting, etc)
« Facility O&M checklists
« Equipment maintenance manuals
« Guidance documents (CDC, DOD, etc)
* All building codes (NFPC, NEC, ADA, etc)

In one place and through one interface data for multiple
applications can be seen:

Threat and Vulnerability Assessment

Facility Condition Assessment

Blast and CBR model results

Energy Management

Other applications (risk, networks, evacuation, etc)
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REGIONAL INFORMATION



REGIONAL INFORMATION
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REGIONAL INFORMATION

&
Cansus Bureaw - Suilland Federal Center L]

‘ Fire and Police Stations




SITE INFORMATION
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PERIMETER AND ACCESS CONTROL

Census Bureau Imagery R,
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BLAST STANDOFF

[ Select Weapon (TNT) Size: —— |4
" Sujtcase Bomb

" Car Bomb

{~ Mo Bomb (Clear last bomb)

Fed Ring - Structrual Collapse
COrange Ring - Lethal Injuries
Yelow Ring - Severe Glass Irljun'Eﬂ




PLUME ANALYSIS




3D MODELING




BLAST EFFECTS

Damage to parking
garage from a car
bomb on the upper

deck.

Weapon destroys exposed
column, upper-level beams,
columns, floor slabs collapse.

Truck bomlb

BLAST FX



CBR BUILDING ANALYSIS

NIST SMOKEVIEW




INTEGRATED CAD
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COTS FACILITY SOFTWARE

All programs are very similar (Capital or O&M basis)

« VFA « HCI Systems
« CAFM2000 « |ISES

« ACTS e FIS

« 3D International COMET e Archibus

* Facilities Space Management e ATG
 Peregrine

. * Primavera
Maximo

— Can be web based or server based

— Typically use CSI format

— Usually have RS Means or ad hoc cost estimating

— Backends are typically Oracle, MS SQL, MS Access
— Costing of infrastructure includes numerous models



COTS SOFTWARE
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COTS SOFTWARE

Woarss iy Inlermcl Eaplorrr =] ]
B [ e Fpeoris Jooc e

e B A DRewch (SlFeesbs fMeds (B - Q)RR+ o - KRR
Bgcwm: || i freenn owtve o) = e
trks E|Custona inks  fjFen tolvad  windons Madks ] Windown

|  Computer Automated Facilities Management, Inc.
i Manage projects, facilities, & collect conditions datal

Anytime - 247 via ¥ our Nebwork or the intermet!
Anywiere - Field Site, Remote OfMice, Hama!

Piupe® Corrinng Pl i | ==wiin 08
tdera g AR ERdTi e Mprugemen



COTS SOFTWARE
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COTS SOFTWARE
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COTS SOFTWARE
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COTS SOFTWARE
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COTS SOFTWARE UID:.)

’

Criticality Assessment Lookup databases
- Identify Critical Assets & S sem i mmems Provide quick &
Structures to Protect from - —

Attack accurate recording

Threat Assessment

* Identify each Threat &
Scenarios, including likelihood
of attack & capability

Consequence Assessment

« Evaluate outcome, negative
impact of attack, e.g. deaths,
injuries, economic, recovery.
Rank each scenario

Vulnerability Assessment

« Identify weaknesses in operations,
personnel, security, technical.

* Score by availability, accessibility,

organic security, & target hardness iiii' iHiii ii"i “‘Hiiiiimm



COTS SOFTWARE
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COTS SOFTWARE
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COTS SOFTWARE
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COTS SOFTWARE urD..)

Contains hundreds of questions or
you can write your own in minutes. It
does electronic surveys, provides
threat data, and does the analysis work
in less than 3minutes.
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Analyzes possible safeguards and
recommends controls, by their

Esmry Uil {18 2755

Return On Investment. Tells you what ST :
controls give you the most ‘bang for the [ |8 *
buck’, e =g :
= .
RiskWatch writes the report for you. ] ;
Develops a complete report, including B ‘
colorful bar and pie charts, an i i, it e ¥ g

Executive Summary, and
Recommended Actions.

RiskWatch
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SUMMARY urD..)

Threat and Vulnerability Assessment
 ldentify critical personnel, infrastructure, systems, functions

Mitigation and Risk Reduction

* Plans, policies, procedures

* Infrastructure (capital investment, O&M life cycle costs)
 Equipment (surveillance, protective)

Leverage existing COTS products and applications

« GIS to visualize information (site, first responders, effects)

« FCA to track infrastructure and equipment projects

« Other Risk Analysis applications (plans, policies, procedures)



